Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9 


TAB 


*NSC Declassification/Release Instructions on File* 


Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9 


ee eee Sens ee 


zt 


a ene irs ae ee en s ret we te tee ek, sce aE id whe 
«. Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9 


Final Revised Draft 
E.O. 10501 


Jt is essential that the citizens of the United States be informed to 


the maximum extent possible concerning the activities of their govern- 


* 


- ment, In order that it may protect itself and its citizens against 


Cd 


hostile action, overt or covert, and may effectively carry out its 


he 


* foreign policy and conduct diplomatic relations with all nations, itis , 


equally essential for their government to protect certain official 


ra ‘ e 2 ca a “ 
information against unauthorized disclosure, The reason for such 


protection is not that sensitive information causes danger or embarrass- 


ment to the government when it is in the hands of citizens, but that any 


dissemination sufficiently wide to reach even a small part of our citazenry 


_ will reach foreign governments as well, It is the purpose of this Order 


to provide for a just re sotceion of the conflict between these two essential 
national interests in the manner herinafter ease. 

Now, therefore, by virtue of the authority invested in me by the 
Constitution and statutes of the United States, it is hereby ordered as 


3 » 
follows: 
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Section l, Security Classification Categories, Classification of 


official information which requires protection against unauthorized 


ca 


disclosure in the interest of national defense or foreign relations 


{hereinafter collectively termed "national security") shall be limited to 


¢ 


- three categories, which, in descending order of importance, are 'Top 


\ 


Secret", "Secret", and 'Confidential.'' No other designations shall 


be used to identify official information or material as required ‘protection 


se 


in the interest of national security, except as otherwise expressly 


provided by statute. . 


{a) Top Secret, 'Top Secret" means national security information 
or material which requires the highest degree of protection because 
its unauthorized disclosure could reasonably be expected to recut 
in exceptionally gravedamage to the Nation, such as the outbreak 
of eau an armed attack against the United States or its allies; a 
| definite break in diplomatic relations eeecting the vital interests 
of the United States; or the compromise of vital military or defense 
plans or of eebatiies intelligence operations or scientific or 
technological developments vital to national security. . 
(b) Secret, "Secret" means national security information or 
material which requires protection because its unauthorized 
disclosure Soeia uéawauanty be expected ta result.in serious 


damage to the Nation, such as jeopardizing an important element 
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effectiveness of a program or policy directly and importantly 
related to the national security; or important military or 
defense plans or important intelligence operations, or 


5 m - 
scientific or technological developments important to national 


security, > 
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(c) Confidential, "Confidential" means national security information 


or material the unauthorized disclosure of which could reasonably be 


expected to damage the national security. 


(d) The classification "Top Secret! shall be used extremely sparingly, 


* 


and shall be used only to designate information or material which 


~ 


plainly comes within the definition herein contained, The classi- 
fication "Secret! shall be sparingly used. Any substantial doubts _. ad 
as to which of two security classifications is appropriate, or as to 


whether material should be classifie at all, shall be resolved in 


favor of the less restrictive treatment, 


Section 2, Authority to Classify, Downgrade and Declassify. 


The authority to classify information or material under this Order 


shall be exercised only by those agencies and in the manner specified 
below in subsections (a) ~ (i), Authority to downgrade and deélassify 
may be exercised as provided in subsection (j), Except as the context 


may otherwise indicate, the term "agency" as used in this Order shall 


include department and governmental unit, " 
; _ 


~, 


~ 3a 
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(a) The authority for clas sification of national security information 
or material as "Top Secret" or "Secret" under this Order may be 
exercised by the heads of the following agencies, and by such 
responsible officials of those agencies as may be designated 


pursuant to the provisions of subsections (d) and (e) of this Section. 


The White House ee a 
National Aeronautics and Space Council Pe SEE re 
Office of Management and Budget 
Office of Science and Technology ; 
Office of Telecommunications Policy 
Council of Economic Advisers : 
Council on International Economic Policy e 
Office of Emergency Preparedness 
Special Representative for Trade Negotiations 
President's Science Advisory Committee 
President's Foreign Intelligence Advisory Board 
National Security Council 
Central Intelligence Agency . 
Atomic Energy Commission 
Department of State 7 
Department of Treasury oe 
Department of Defense , 
Department of the Army 
Department of the Navy 
Department of the Air Force 
Department of Transportation 
Canal Zone Government 
Federal Communications Commission v 
Agency for International Development . 
United States Arms Control and Disarmament Agency 
Export-Import Bank of Washington 
Department of Justice 
Department of Commerce 
General Services Administration ‘ 
National Aeronautics and Space Administration 
United States Civil Service Commission ‘ 
United States Information Agency 
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_.{b) The authority for classification of national security information 
or material as 'Top Secret" or ''Secret" under this Order may be 


exercised by the heads of the following agencies without delegation: 
Department of the Interior | e 

Department of Health, Education, and Welfare : 

Civil Acronautics Board 7 “4 

Federal Maritime Commission - 

Federal Power Commission 

National Science. Foundation a nega wt Nar ast 
Panama Canal Company * . SE, «ge 


(c) The authority for classification of national security information . 


Hal 
- or material as "Confidential" under this Order may be exercised by 


ad 


the heads of the agencies listed in subsections (a) and (b) hereof and 
by the heads of the following agencies, and by such responsible 
officials of those agencies as may be designated pursuant to the 


provisions of subsections (d), (e) and (£) of this Section, 


“ 
~ 


The White House 
National Aeronautics and Space Council 
Office of Management and Budget 
Office of Science and Technology 
Office of Telecommunications Policy 
Council of Economic Advisers 
Council on International Economic Policy 
Office of Emergency Preparedness . 
Special Representative for Trade Negotiations 
President's Science Advisory Committee 
President's Foreign Intelligence SEVIEREY: Board 
National Security Council 
Central Intelligence Agency 
Atomic Energy Commission . . - 
Department of State . ~ 
Department of Treasury 
Department of Defense 
Department of the Army 
oe tment of the Navy 

artment of the Air Fo 
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Ganal Zone Government 


- Federal Communications Commission 


Agency for International Development . 


United States Arms Control and Disarmament Agency 


Export-Import Bank of Washington 
Department of Justice 


Department of Commerce , - 
‘General Services Administration 2 

National Aeronautics and Space Aap sisteation te 

United States Civil Service Commission “ 


United States Information Agency 

Department of the Interior “ 
Department of Health, Education,” and Welfare 
Civil Aeronautics Board - é 

Federal Maritime Commission ‘ 
Federal Power Commission : 
National Science Foundation 
Panama Canal Company - 
AGTION 

Tennessee Valley Authority 


ra 


se 
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(d) "Top Secret" classification authority shall be 
eeercheed only by: | 7 ; 
(1) the heads of the detiiet specified 
in pubsection (a) above and such of: their 
denten principal deputies and assistants,” 
and the heads and deputy heads of major 
“eienenes of thei respective agencies ag =~" 
= | they may designate i writing, 
| ~. (2) The heads of the agencies specified — 
in (b) above, without delegation. 
fe) "Secret" classification authority ‘shall be 
vexercised only by: | : 
rete officials with "Top Secret" classifi- | 


: cation authority; and ee TS Fa 
(2) officials designated in welting by ao 
eer ne the same vertical channel of 
command of supervision who himself has 
"Top Secret" classification authority, except 

“that such delegation, may not’ be ‘made by the 
heads of the agencies specified in Ab) above. . 


C£) "Confidential" classification. authority shall 


_be exercised oa byt _ ee a 


| 22 ; 
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(1) officials with "Top Secret” and "Secret" classification 
authority; and ° 

(2) the heads of agencies specified in (c) above; and 

(3) officials designated in writing by a superior in the same 


2 i] oe “4 
vertical channel of command or supervision who has "Top 


Secret" or "Secret" classification authority or who is the 


~ ~~ 
om ~ 


head of an agency specified in (c) above, Te agi 


(g) All material classified under this Order shall be annotated 


in such a way as to indicate to a recipient which portions have been 


determined to necessitate classification and at what level, This 


annotation shall be accomplished bearing in mind that its purpose -_ 


is to permit excerpting and other use of parts of the material 
without either unnecessary classification or referral to the 


- 
_ 


original classifying authority. 
(h) Unless the agency involved shall have provided by regulation 
some other method of identifying the individual or individuals who 


’ 


authorized the original classification re 
; é ra 


~ 


ae 
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_4in each case, material clas sified under this Order shall indicate 
on its face the identity of the original classifying authority or 
authorities, Where documents or items that incorporate information 
or material that has already been classified under this Order are 
involved, each document or tees shall be clearly pandas in such 


” 


away that it will be possible to identify the individual or individuals 


who originally classified éach component. Where the individual who’ ° 


ro 


signs or otherwise authenticates a document or item has also 
authorized the classification, no further annotation as to his identity 
is required, . 

(i) Any agency of the Government, whether or not authorized to 
originate classified material, is authorized to reupone to Savsitied 
material directed to it by another agency, and to give its response 
the eee any lower security classification as borne by the | 
material originated by the other agency if the contents of the 
response warrantysuch classification under the provisions of 
Section 1 of this Order: ‘Where an agency's response incorporates 
classified information or material directed to it by another 


agency, the responding agency shall observe and respect 


. 


a an 
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the claedinieetions assigned by the originating agency in its response,’ 
Under no circumstances shall this subsection be relied on to classify 
documents or material that can reasonably be separated from a 
response or part of a response that requires classification, 


Where a major operating contractor of an agency authorized to 


classify under this Order, it shall safeguard that information or 


material as if it were so classified until such time as it shall have. 


been reviewed for classification purposes by an appropriate govern-. 


ment official. . ‘ 
ae 


(j) Except as otherwise provided by statute (see seebten 12), 
authority to declassify and downgrade national security information 
shall be exercised by: 

(1) Any classifying authority, with respect to information 

“ 

daseities by him in his current capacity or by one of-his 

predeceasors in office; and | 

(2) A classifying authority's superior or supervisor in the 

pane channel of eémmane or sopeiwiaion with respect to 

information classified by the subordinate or his predecessor: 


in office while responsible to the superior or his predecessor 


in office, 7 
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(3) Such individuals as have been delegated the authority | 
possessed by classifying authorities and their superiors 

as defined in paragraphs (1) and (2) above. The limitations 
upon delegation of the authority to classify specified in 

this Order shall not apply to delegations of the authority 


to downgrade and declassify national security information 


and material classified pursuant to this Order. Except 


for material officially transferred as defined in Section 4(c), 


the authority to downgrade and declassify shall be limited 
to classified material originating in the agency of the 
deciaseitying and downgrading authority, provided that 
the Interagency Review Committee established under 


Subsection 10(d), of this Order may: recommend the down- 


~o 


grading or declassification of any classified material to the 


President. 
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Section 3, Glas sification, Each person possessing 


classifying authority shall’ be responsible for “the propriety - 
of the classifications attributed to him under the provisions 
of this Order. Both unnecessary classification and over- 


classification shall be avoided. The oe of each agency 


having classifying authority prusuant ‘to this Order ehatt 


a 


f provide appropriate methods to monitor effectively compliance 
: 4 ; Pea aeneey a 
‘with the classification provisions of this Order, ‘In no 


case shall information be. classified in order to conceal 


inefficiency or administrative error, to prevent embarrass- 


ment to a person or Reeney: to restrain competition or 

os Independent initiative, or re prevent for any other reason 
“the release of information which does not require protection 
4 0 aie the interest of national security. ane following special 

ae: rules shall apply to classification of informatica under this 
; Orders , 7 

4 
@), Documents: in general: 

| peetaewen shall be classified Seeeudtas to 
- their own Rontent and’ not according to their 

relationship to eeheas documents, Material 

containing references to classified materials 
oe ; which references do not reveal classified 


9 
Moe information shall not be classified, 


r e oe 
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(b) Physically- -connected doeunents 
‘The classification of a file or sani 
physically-connected documents: shall te 
at least as high as that of the most ~ 
- highly “elasaieed document ee ne 
physical connection of “Top . secret"-and | 
. “Secret documents with other documents .~ -.-'- 
eo "not so classified shall be ageiaed except | 
_ where such connection will significantly 
"facilitate current use or filing. Documents 
peperntce from a file or group shall be 
jaa in accordance with ‘thedr individual 
-elassification. 


= (e) Multiple classifications: | : 


OA document, product, or substance shall bear 
a ae at least as high as that of 
ae ae Z dts one “highly classified ‘component. The 
| | | document, product, or substance shall bear 
only one overall classification, notwithstand- 


“ing. the pages,, paragraphs, sections or components 
‘thereof ‘bear different: classifications. | 


“3 
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(d) Information or material furnished by a foreign — 


government or international organization: 


e Classified information or material First furnished - 


to the United States by a foreign government or 


international organization shall either retain 


a 


its original classification, 6x be assigned a 


~ wee ” 
oT a 


United States classification. In either case, the 


a ~ 


classification shall assure a degree of protection 
equivalent to that required by the government or 
international organization which furnished the 

3 


information or material. 
Section 4. . Declassification, Downgrading, and Upgrading. 
. When classified information or material no longer requires the 


Level of protection afforded by the current classification, 


ait shall be downgraded or declassified. Classified information 


or material no longer needed in current working files shall 

". be promptly sieer ved transferred, or retired in accordance 
with the provisions ee apeiteabie statute's and eepatations in 
order that classified inventories may be reduced to the minimum 
‘consistent with operational: requirements. and that costs 
gessbiaced wit the handling of classified information or 


material may likewise.be reduced, Heads of agencies originatir 


Se. = 12 « | 
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= we 
classified information or material shall establish procedurcs 
to monitor compliance with all applicable rules governing down~ 


grading, declassification, destruction, transfer, or retire- 


ment of classified information or material. Heads of such 


agencies shall also establish procedures to insure the review 


. Bee my 
of classified information or material on a systematic basis, 


for the purpose of accomplishing downgrading, declassification, 


~ ~ 


destruction, transfers, or-retirement at the earliest pfacticable 


date. oe - . 


a 


‘Within thirty days after the effective date of this Order, 


. each agency authorized to classify information shall submit 


to the Review Committee established under Section 10(d) a. 

description of the procedures it has adopted pursuant to this. 

Section and to Section 3. In addition, each such agency shall 
make provision for the submission to that Committee of ' 


representative problems that confront it in determining whether 


174 


i 4 
information | and material that it generates should 


> 


be classified under this Order ,and what level of classificatic 


is appropriate. . 


[ALTERNATIVE 5] 


(a) General. Except when the information is 


, e 


eu . = 13 a : ; : 
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determined to fall within the categories described in (b) 
below, information classified under this Order shall be 
declassified and downgraded in the following manner; 


(1) Information or material initially classified "Top Secret," 


' "Secret," or "Confidential" shall be automatically declassified 


on the [tenth] anniversary of its origin. 


(2) Information or material initially classified "Top Secret!” 


shall be automatically domndeneed to 'secret'’ on the 

“Becond anniversary of its origin aad to "Confidential" on 

the fourth anniversary of its origin, mitovinetion or material 
initially classified "Secret! shall be automatically down- 


graded to 'Confidential'' on the second anniversary of its 


origin. + 


wo. 


{3) When warranted by [special] circumstances, classifying auth- 


orities may provide, at thetime of initial classification, for 


4 


5 


aCe ' 
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earlier [or later] declassification 

or downgrading than the schedule sct 
forth above. In such cases, classifying 
authorities shall designate a epeeret 
date or event: on which the declassi-_ 
fication or downgrading iit eceut: 
when’ warranted by epeceae CIRCUMSTANCES 5: 


a classifying authority may [not more ‘than 


ninety days” es co the scheduled de- 


Pere ere of a | particular item) extend 


the period during which it shall remain 
classified for an. additional five years. 


In such case the name of the classifying 


- authority and the reason for the extension 


shall be appended to the item, 


[ALTERNATIVE IL] 


”~, 


(a) General’ Except when the information is deter 


mined to fall within the special categories in 


(b) below, information classified under this 


eae _.Oxder shall be declassified and downgraded in 


the following manner: . peers 


(1) 


Top Secret. Information or material 


\ 
aes 
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. originally classified "Top Secret" shall be downgraded to 
"Secret! at the end of iwc cen full calendar year 
follewing the year in which it was originated, downgraded to 
"Confidential" at the end of the fourth fall calendar year 
: following the year in which it was originated, and declassified 


. at the end of the tenth full calendar year following the year in _ 


tee, ~ 


which it was originated. 


(2) Secret. Information And material originally classified 
"Secret! shall be downgraded to Confidential” at the end 
of the second full calendar year following the year in which it 


was originated, and declassified at the end of the eighth full 


; calendar year following the year in which it was originated. 


” 


{3) Information and material originally classified "Confidential! shall be : 


| ci? 


| 
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' ‘out above are appropriate, such specific dates as are 


ww 


declassified at the end of the sixth full calendar year 
following the year in which it was originated, 

(4) If it is determined at the time of origin Hat earlier 
dates of downgrading and declassification than those set 


‘ 


dotermined to be appropriate shall be assigned, gee See Saar +7 ae 
(5) Where waenaiied, By special circumstances, a 
classifying authority may [not more than ninety age 

mh 

prior to the scheduled declassification of a particular 
item] postpone the date of declassification for a period 
not to exceed five years, In such cases the name of the 
individual authorizing the extension and a statement in 
writing setting forth the reasons for the extension shall 
be appended to the item. oe 


(6) When classified information or material subject 


toa downg rading. and declassification 


/ vo 


~ 17 ww 
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schedule is incorporated into a document or item, the 
incorporating document or item, if not otherwise 
classifiable, shall be subject to that same downgrading 
or declassification schedule, When classified information 
or material extracted from several sources stibject to 
different downgrading and declassification schedules “is ciby : 
incorporated into a ne document or item, the downgrading 
and declas sification dates assigned the new document or item 
shall be no earlier than the latest of those borne by the 
sources, 
(b) Special Categories. 
(1) Classified information determined to fall within 
the following categories may warrant seine degree of. _ 
protection for an indefinite period, and therefore may 
be exempted from the provisions of Section 4(a) above 
by an official authorized to Sabine information aie material 


"Top Secret! In each case such official shall specify 


on what ground this exception is available. 


- 18» 
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a Information originated by foreign 
governments or international 
organizations and furnished to the 
United States on the understanding 
that it be kept in confidence. 
nee Be Information or material. = 
(i) specifically covered by statute. 
o “_ such as the Atonte Energy Act: a 
(44) pertaining ES cryptography or to 
| intelligence sources and methods; 


8 


ALTERNATIVE T 
(if) consisting of highly sensitive 
c+ dntelligence, 


) 


_. ALTERNATIVE i a ree 
, (iii) consisting of sensitive intelligence. 
ALTERNATIVE IL ~ 

| cree relating to intelligence sources 


and methods. 


_&+ Information which is identified in writing . 


by the head of a department or.agency, 
or his designee as defined’ in Section 


(2¢a) (1) hereof, as extremely sensitive 
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in the sense that for a period of 


Gndeertes duration its unauthorized 
disclosure ° 
(i) would place in immediate jeopardy 
a person, eyenea pean project, 
installation or method of aRenaeron 


the continuing protection of which 
: f ie re ~ ae ~ eee es 


~ 


is required in the interest ot” 

‘national security, or 

ALTERNATIVE I : 

(it) Goole seriously impair the effective 
formulation or conduct er HegeE 

-, «elements of United States foreign 

| belies 

ALTERNATIVE IT 

| (ii) would seriously impair the effective 

> ' £ormulation or conduct of United States 
= foreign policy. ie 

dg. It is the intent of this Order that 

“classified information included in sub- 


paragraph c. above shall be kept to the 


absolute minimum consistent with operational 
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requirements in the interest of national 
security, In all cases possible, infor- 
mation determined to come within the 
_ provisions of Sieeath c. shall be 
assigned dates or events after whieh such 


” 


information may be downgraded or declassified 
BE Oe kag es Ree a 
at the time of its original classification or upon ,.‘ 
. . later review. Documents containing information 
— excluded from scheduled downgrading and 
declassification under the provisions of sub- 
paragraph c. shall be annotated in the body 


of the text to indicate clearly to the recipient 


_ the information subject to the exclusion and 
. ~ 


- 


the reason(s) for such exclusion. . 
{2) All information except that covered by subpara- 
graph 4(b) (1) as. above shall nevertheless be down- 


a 
graded or declassified if, upon review, it is determined 
that such information no longer requires the higher 


level of classification originally assigned or no 


longer requires any classification, 7 


» 2] «- 
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(3) Notwithstanding the foregoing provisions of sub- 
Sasderugh 4(b) (1c. information and material 
included within its provisions shall, after the 
expiration of ten years from the date o£ origin, 
be SuRIEee to maneatene a review for declassifica-~ 
tion by the out ginabing aeEnCy aa ‘request | 
of any agency or any member ae che public “provided 
that such person aesavibes the information sought 
with sufficient particularity to enable the agency. 
“responsible for the review and determination to 
_ideneity it without an unreasonable’ expenditure 

of time. , 


_ ALTERNATIVE Il a at, 2) Bike 


A 


(3) Notwithstanding the foregoing BEOveesene of sub- 
wavepeaph 4(b) (1) c. duoumation and material 
ineluded within its provisions shall after the 
Ceoteaei gn of fwentv years from the date of origin, 
_be subject to mandatory ene for declassifica- 
‘tion by the originating agency upon the request 
“of any agency or any member of the public provided | 
that such person describes the information soughc 


with sufficient poreheusonnty to enable the BECney 
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(c) 


re 


~, 


identify it without an unreasonable expenditure 


of time, 


(4) All information and material sisi ied weecaene to. 
Section 4(b)(L)c. of this Order shall be declassi~ 
fied at the end of 30 years from-the date of its 
original classification if it’ has not earlier 
been declassified. | Re a 

Materiat Officially Transferred: In the case of makers 

transferred cA conjunction with a transfer of function be 

or pursuant to statute or Bkeeubive oase oe ane. agenc: 
to another for the latter's use and as part of its naa 


cial files or property, as distinguished from transfers 


mexely for purposes of deca the receiving agency 


shall be deemed to be ae. epager eine preneet ey ever suc: 


‘material for all purposes under this Order, including de. 


classification and downgrading. 


Material ‘Not Officially Transferred: When any agency 


has in its possession any classified material origin- 


ated in an agency which has since become esueee 


"and ere files and oche? Sane ate have not been 


officially euaneeuiacaces another agency within the 
meaning of subsection (c), SBOvE) or when it is 


sapossibis for the possessing agency to identify 
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the originating agency, and a review of the 
material idiweates that it should be downgraded or 
declassified, the said possessing agency shall have 
power to declassify or downgrade such material. I£ 
it appears probable that another agehcy may have a 
substantial interest in onethex the classification of 
any particular information should bé‘niaintaincd, the 
7 possessing agency shall not exercise the power con- 
| ‘\ ferred aon it by this subsection, except with the | 
consent of the other agency, until 30 days after it 
; has aocieiea such other agency of the nature of the 
material and of its intention to declassify or down~ 


o 


grade the same. During such 30-day period the other 


om 


ise 4 agency may, if it so desires, express its objections 


te declassifying or downgrading the particular 


material, but the power to make the ultimate decision 


ena shall reside in the possessing agency. 


Ce) Downgrading: Lf the recipient $£ classified material 
believes that it has -been ‘ classified too highly, he 


shall refer the matter with recommendations to the 


* appropriate downgrading and declassification authority. 


| ae a ; 
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(f) Padding: T£ the recipion tw/f unclassificd informa- 


tion or material believes that it should be classified 
or if the recipiont of classified information or 
material believes that its classification is not suf- 

: ficiently protective, he shall safeguard it in accord- 


ance with the classification deemed appropriate and 
ee .e 


shall refer the matter with recommendations to the 


would be appropriate and effective. If reer en 


action is taken, the date of such action shall consti- 
tute a new date of origin insofar as the downgrading or 
declassification schedule (paragraph (a) above) is 


concerned, 


 (g) Agencies Which Do Not Have Authority for Original 
“~. 


Classification: The provisions of this Section 4 
relating to the declassification of national security 


information or material shall apply to agencies which, 
ve 


under the terms of this Order, do not have current 
authority for original classification of information 
or material, but which formerly had original classify- 


ing authority granted by Executive Order. 


& 95 x 
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(n) Notification of Change in Classification: In all 


(i) 


cascs in which action is taken to downgrade or de- 
classify in a manner other than as originally 
specified, whether scheduled or non;scheduled, the 
action official ot the guecdaten of the records shall 
promptly nee ey all addressees to ho the information 
ox material was originally ERSD EME ER CG se: Bectpeente? 
of original information or neeeriats upon receipt of 
notification of Sainseda shassifleavicy: shall notify 
addressees to whom in turn they have transmitted the 


classified information or material. 


Retroactive mpe eRe REL On: Effective on and after ae 


first day Of the fourch eat endes month commencing 


after the date of ais Order: 


wo 


(1) No further assignments of classified information 


, ox, material shall be made to Groups: 1, 2, 3, or 
4 ‘under Executive Order 10964, 
(2) Classified information or- material previously 


asSigned to’ such Groups 1, 2, 3, or 4, when 


Approved For Release 2000/09/14 : Bye Oe eee eno oamon eae 


sNuhier 
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withdrawn from current files or storage for use, 


shall be treated as follows: 


ae Classified information or material assigned 
to Groups 1, 25° ox 3, unless specifically 
determined otherwise by the original classify-- 
ing authority, shall be excluded from the - 
_ automatic downgrading an declassification | 
grevises by this Order. The provisions of 
Section 4(b)(3) and (4) are applicable to 
this body of material. Notice of assignment 
to eenecaied downgrading and declassification 
shall be given to all holders. ; 
b. Classified information or material assigned 
to Group, 4 shall be subject to automatic 
downgrading and declassification as provided 
by this Order, and shall be marked accordingly. 


~ 


(3) Classified information’ or material’ not previously: 
aeguonad to Groups 1, 2, 3, or 4 under Executive 
Order 10964, when withdrawn from eureedt files or 


storage for use, shall be evaluated by the holder 
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to determine whether it should be subject to the 
scheduled downgrading and declassification 
provided by this Order. In making euch determina~ 
tion, the holder shall ‘first obtain the concurrence 
of the originating agency, a a for as 
officially transferred in which case ce provisions 


‘ of 4(c) shall apply. a) ae Bip a nes e 
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Sect iat 5. Markinre of Classifi%4 Materian. After a dete 


mination of the proper sccurity classification to be assigned 
has been made in accordance with the provisions of this Order, 


the classified material shall be marked as follows: 


(a) Classification, Downgrading and Declassification 


Markings: At the time of origination, each document or other | 


material containing CHAE RP EES information wigs be marked wake 


awe 
- 


its assigned security, classification and with any: other require 


markings, and in addition shalf either be marked with the down- 


_ grading and declassification schedule required under subsection 
(a) of Section 4 of this Order or indicate that the information 


requires security classification protection for an indefinite 


- 


period as provided in subsection (b) of Section 4. 


(b) Bound Documents: The' assigned security classificatior 
™ 


of bound documents, such as books or pamphlets, the pages of 


which are permanently and securely fastened together, shall be 


conspicuously marked or stamped on the outside of the front 
cover, on the title page, on the first page, on the back page an 


; ° ‘ 
on the outside of the back cover. In each case the markings 


shall be applied to the top and bottom of the page or cover. 


‘(c) Unbound Documents: The assigned security classificatic 


aa eh oe 
on unbound documents, such as letters, memoranda, reports 
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telegrams, and other similar documents, the pages of which are 


not permanently and securely fastened together, shall be con- 
spicuously marked or stamped at the top and bottom of each page, 


in such manner that the marking will be clearly visible when the 


a 
* 


pages are clipped or stapled together. _ ee 
(a) Charts, Maps, and DEauanee Classified eharee maps, 


and drawings shall carry the security disaetetcation one 


indie 


under the legend, title block,~ er scale in such manner that it « 


will be reproduced on all copies made eheve ton: Such classifi- 


~ 


cation shall also be marked at the top and bottom in each 
instance. : 

(é) Photographs, Films and Recordings: Classified photo- 
peestss films, recordings, and their containers, shall be con- 
spicuously maeeed with ciceuber ened security classification. 

(f) Products or Substances: ‘The assigned sodataey classi~ 
‘fication shall be conspicuously marked on classified products ox 
substances, L£ possible,*.and on their containers, if possible, or, 
1£ the article or container eatinot be Behe es written notification 
of such classification shall be furnished bo, weerptentaet such 
products or substances. 

(g) Reproductions: ‘All copies or reproductions: of siaeei 
fied aieaeea ‘shall be appropriately marked or. stahned jin the 
same manner as the original. 7 
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(h) Transmittal Documents: A transmittal document shall 
carry on it a prominent notation as to the classification of the 
information which is carried with it, and a legend showing the 


classification of the transmittal document standing alone. 


“A 


? 
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(i) Unclassified Material: Normally, unclassified mate- 

; yial shall not be marked or stamped "Unclassified" unless it 
is essential to convey to a recipient of such material that it 


has been examined specifically with a view to imposing a 


security classification and has been determined.not, to require 


: \ 


such classification, 


cd 


(j) Change or Removal of Classification: Except.as ePEO- 
vided in this eeeceriod: whenever slave ene material is 
downgraded, declassified or upgraded, the material shall be 
pronpely and conspicuously marked or stamped to indicate fhe 
change, the aurhone ey for ERE action, the date of the action, 
and the identity of ce person or activity aiding: the action, 
In addition, the old accion markings, wherever they 
appear, if. practicable, but in any event on the first, page, 
shall be cancelled and the new, if any , suuseteuced: | 

(1) In cases where etacsi fied material is downgraded 
or declassified undex ‘the provisions of section 4 of the Order, 
and is appropriately marked with the schedule. for downgrading 
and declassification, such markings shall suffice eesaeee the 

_ aforementioned requirements. 
(2) In each case where cae volume of material held by. 
a custodian is such that prompt marking of each clasettied 


item could not be accomplished without interfering unduly 
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with the conduct of operations or without employing additional 


‘personnel, such custodian may authorize and issue written 


‘ 


instructions governing the use of downgrading and declassifica- 
tion notices in lieu of the nae kines and ean ebventes 
required. Such notices may be attachéd to the storage unit 
containing the downgraded or declassified naeeviey. They shall 
specify the authority for the downgrading or declassification 
action, the date of the action anid the storage unit or units’ to” 
which it applies. The instructions opart insure that when 
individual downgraded or declassified Geass or other materials 


are withdraw from storage units, except under the circum- 


$ 


Stances governed by paragraph (3) below, such documents or other 
materials shall be promptly marked or stamped with the classi- " s 
fication Status, if any, of the information they contains 


(3) wHeh documents or other materials subject to a down- 


grading or declassification notice under paragraph (2) above 


are withdrawn froia ond: ,Storage unit for transfer to another, or 


a Storage unit containing such documents or other neterials, is 


_ transferred from one place to another, and time does not permit 


a4 - tee ae we ane ee wef 


the marking of each item, the transfer may be made if the 


notice is attached to or remains with each shipment. 


ak ae 
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(k) In addition to the marking $ required elsewhere in 
this section, one or more of che pOeTCHInE warning nOETces shall 
be prominently displayed on classified documents be materials, 
Where display of these warning notices on the documents or 


Pe 


materials is not feasible, the warnings shall be included in 
: " 
the written notification of the assigned classification, 
(1) For classified maGer tal, containing Restricted ° 
Data as defined in the MeSti HUE BY Act of 1954, as ue 
"RESTRICTED DATA 
This material ° contains Restricted Data as defined in, 
the Atomic a ac of 1954, as amended. Access 
is BepEE Ee ECS to persons possessing the security. 
‘clearance prescribed -in the Act ie requiring. such 
-. access in the performance of official duties. Une. 
authorized reproduction and transmission of this 
material is prohibited. Failure to comply with the 
foregoing could result in the imposition of a fine 
and/or EMD POURED ES dismissal or othér disciplinary 


"action," co - 


ts we 
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(2) For classified material containing Formerly 


. 


Restricted Data, as defined in Section 142.d., Atomic Energy 


Act of et as amended: 


bo +, 7°" NEORMERLY RESTRICTED DATA 
Lids . Pan 
. Handle as Restricted pata in foreign ‘dissemination, 
upd 
This matenies contains | in Eounar son rélating - ‘CO - the --""" 


edad defense on the United States within the 
meaning of the espionage “Laws , Title 18, U.S.C, 


Secs, 793 and 794, Access is restricted to persons 


pose seens the Pequistie SeruE ney clearance and requiring . 


such access in the performance of ‘official duties. 


Unauthorized touvocuse on and, transmission of this 
material is prohibited. Failure ‘to ne with the 
foregoing could resuit in the Amposition of a fine and/or 
imprisonment, dismissal or other disciplinary sea 

(3) For classified material containing information 
affecting national security other, than described’ in'(1) and (2), 
‘ ; ars 


| above: , a. 
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“This material contains information affecting the 
security of the United States. Access is restricted 
to persons possessing the requisite security clearance. 


and requiring such access in the performance of 
official duties, Unauthorized possession, retention, 
reproduction or transmission of this material is pro- 


cw foe 
reat 


hibited, Failure to comply with the foregoing could _..' 
result in the imposition of a fine and/or imprisonment, 


and, in the case of government personnel, dismissal or 


. 


other disciplinary action." 
(4) For classified material containing sensitive 
intelligence information, the following warning notice shall 


be used, in addition to and in conjunction with those prescribed 


oe 


in (1), (2), or (3), above, as appropriate. ~ 


"WARNING NOTICE -SENSLTLVE 
INTELLIGENCE SOURCES AND 
'+,METHODS INVOLVED" 
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Section 6. Custody and.Safekeeping: Classified information 
,or material may be used, Boma cs aed or peonee on MAERE there 
are facilities adequate to prevent saauciorieed persons from 


gaining access to it. Whenever such information or material is 


. 


not under the personal Se a of its custodian, the follow- . 
= ee my 


ing methods shall be used to suOUSRE it: - 


{a) Storage of Top Seeret Information and Material: .--Top gh 


~ 
oO 


Secret information and material: shall be stored in a safe or 
safe~type steel file container ‘having a three-position dial- esne 
enbineEcA lock, vault or vault-type room, or other storage 
facility which meets the standards established under the pro- 
visions of (ce), below, and which minimizes the possibility of 
unauthorized access to, ox the physical theft of,. such infor- 


az Ns od, oe 
mation and material, : 2 


(b) Storage of Secret and Confidential Information and 


Material: Secret and Confidential information and material 


. 
* 


may be stored in a capnevcae hoeieed for Top:-Secret information 
and material, or in a container or vault which meets the 
Standards established under the provisions of. (c), below. 

(c) Establishment of Standards, Specifications and Supply 


t 


Schedule for Security Equipment: The Administrator, General 


a 


Services Administration, or his'designee, shall, in coordination 
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with the heads of agencies, or their designecs,, establish and 


publish the seandands. specifications and supply- schedules for 
containers, vaults, alarm Systems and aceeeiaeea Security 
devices EMP EDDEe for the storage and Precccrron of ‘classified 
material, Hyiauee: nothing in this Order shall prevent the 


ra 


head of any agency ‘or his désieqee from Pereoreeuaae a the 


re ry 
~ 


use of such agency equal or more stringent standards. ih neveb 
new security equipment is procured. 74 T€ shall be in conformance 
with the foregoing sueiacds and specifications and shall, a 
the maximum Subenk qseireseles be of ‘the type designated on 
the Federal Supoly Schedule, General Services PenEn Teer Geom 


(d) Other Protective Facilities: Heads of agencies 


shall prescribe such protective facilities as may “be necessary 


in “their agencies for material Eee tnetene under statutory 
provisions requir ving protection of certain information. 


(e) Changes of Combinations to Security Equipment and De- 


“Vices: Combinations to security equipment and-devices shall be 


hs oe 


? 


changed, only by persons having. _appropriate security clearance, 


whenever such Sqepnen te is placed in‘use after’ PEOCUEEMEnT: ‘fron’ 


the manufecturer or > other sources, whenever a person eaowina the 


. ? 


_ * 37 = 
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combination is transferred from the office to which the 


equipment is assigned, or whenever the combinatim has been 


subjected to compromjse, and at least once every year. 
Knowledge of combinations shall Re Limited to the minimum 


number of persons necessary for, auecucine purposes. Reconee 
of combi nations shall be classified no lower than the highest 
A 
category of classified information or gaceeial authorized for" 


a 


storage in the security equipment " coneérned. 

(£) Custodian's Responsibilities: custodians of chaseiites 
material shall be responsible for: srourdsae protection and " accounta- 
bility for such Sar auial at all times and popeteuter sy: for Locking 


classified 1 material in aoproved security equipment whenever it is 


not in use or ended: direct supervision. of authorized employees. 


“Gustodians shall follow procedures which insure that waduchorteaa 


" persons do not gain access to classified information of material 
by ‘sight or stad: and. classified Gicounation shall not be 
" discussed with or in the presence of unauthorized persons. 
(g) Telecouminteat tons Conversations: ‘Glassified informa- 
tion shall not be ented is ete conmmteations! conversations, 
except as may be authorized under Section 8 hereof with respect 


to the transmission of classified information over, vapproved 


atin eens circuits: ‘or systems. 
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(h) Loss or Subjection to Caietice: Ray uereon in 
thé executive branch who Rae eaeencae of the loss or possible 
compromise of siasett ios. sheasaaceon shall immediately report 
the circumstances to a designated epeteial of his agency whoa, 
in turn, shall promptly notify the be eauaing dbeney ead any 


other agencies known to have an interest in or Lae 
a m “ - ae 


affected by the loss or possible compromise. That official 


* shall cause sufficient preety to*be made to seeuiae. information 


upon which to base corrective measures ta preclude similar 


; 
4 9 


losses, to assess damages , L£ appropriate, and take Adainis Peaei va, 


_ disciplinary, or legal action as the case may indicate, - 


+ es 
. 
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“access, dissemination of and accountability for classified 


for such access pursuant to ‘applicable statutes,’ orders, and 
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Section 7. Access, Dissemination and Aceountatiaey: The 
following special rules. .shall be observed in connecfion with - 
jatomnatien and material: ’ ° : Oa 7 - { 
“(a) Limitations: on Access’: Except as ptovided in (b),. 


below, the following limitations on access to classified. -informa- 
tion or material shall apply: 2 oy a HE ce 


No person shall be given access to official eres . 


or material classified under the provisions of this Order e 


unless the head Been agency listed in section 2(a) or (b) 


ox his designee has first made a determination of eligibility 


“3 


implementing regulations of the agency cohcerned, Each deter- 


ereron of eligibility for access to classified information 
Or Aecettad (security Se eene shall eycerty in writing the 


highest classification category to which Le applies, Stick an 


eligibility determination shall not, by itself, automatically 
entitle or euenonaZe the peEson. to whom it REL TEe to have 
access to any seeeicdias classified information or material, 

In CESGe to gain access to any partieular classified information 


or material, a person must, 


cpammnamnammmiertannant na te eo 
seetihaenammenntecondeme aon ae 
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on . 
in addition to possessing, a security clearance, be found to have 
a need for access to such information or naterial ‘é eeintewian 
with his performance of official duties or contractual obligations. 
The determination of that need shall be gee by officials possess- 
ji oO ea 
ing and having eeenede LLaey for the safeguarding 01 the classified 
information or material invdlved under the provisions. of" this’ ~ ia 
Order. When these otiterat determine AMES persons, though | 
digible, no longer Hee a need for saetidules classified informa- 
tion or material, they will take appropriate action to insure 
that access to such:classified infomation or material on the 


it pant of such persons is discontinued without prejudice to their 
. ‘ a ae og Bi ' ote: ” = Pace eee . es ae ; . * : it 2 


security clearance, 


(b) Dissemination Outside the Rxecutive Branch (General): 


(1) Except as provided in Executive Order 10865, but 
subject to all other peers of this Order, the head of an 
‘agency listed in section 2(a) or (b) or his dee teNee may 


authorize the dosaani nection of classified informition or 


| 


riatertal’ outsider the’ executive: branch only ‘when,-prior to such 
dissemination, a determination is made ‘by the authorizing 
official that: "4 


, Approved, For Release 2000/09/14 . CIA-RDP83-01022R000100040029-9 
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the disseminating agency. 
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ar ae . 
4, knowledge or possession of such information 


« 


or material is required by the intended recipient and is 


consistent with the interest of national security; 


° 


“by | the Intended recipient is determined to be 
. ; : a mo” 


‘trustworthy in accordance with the standards of the 


disseminating agency concerned; _ as - ae gr bee ee ee ee 
a c. the intended recipient carn and will safeguard 


the information from unauthorized disclosure in a manner 


consistent with the provisions vf this Order; and . 


d. the information or material involved will not 


# 


‘be further disseminated without the express permission of 


a 


‘ . 
. 


SEZ) When the official authorizing dissemination ee 


.class{f£ied information or material outside the executive branch 


» 


makes the determination ‘prescribed in (1) above, he shall 


‘certify in'writing that the intended recipient: of the informa- 


tion or material meets the standards of the agenéy concerned 


" “for access to the particular classified ‘informatiion’or “material 


identified in the certificate. Such certification shall entitle 


..the intended recipient,to access only to the information ox 


material identified in it, It shall expire at the end of one 


calendar year 
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from the date of issuance, but may be renewed by a cert 


; ' 
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' of ficial upon his making the same determinations required for 


« 


its original issuance, 


(c) Notwithstanding all of the foregoing provisions of 
this section 7(b), heads of agenciés listed in section 2(a) 
2 ee wy 
and (b) shall establish procedures whereby, consistent with 


all other provisions of this Order, other eneens and, Sep icsuls 


statutes, classified information or material may be diSeentaacca 


to the Congress and the judiciary conditioned on the need for — 


. such access in the exercise of their official duties, 


(d) Persons who have previously occupied policy-making 


positions to which they were appointed by the President and - 


confirmed by the Senate may, be granted access to classified 


...information or material without making the. determination of 


need otherwise required by subparagraph (b)(1)a. of this 
Section. Access under this subsection Shall be limited to 
that information ané iateeial for whitch the former official, 


while in federal employment, was either primarily responsible 


Haine Or: originating.or reviewing, or, which was prepared for his | _ 


Signature or addressed to hin. 


Ce) Information Originating in Another Agency: Except 


a8 otherwise provided by section 102 of the National Security 
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_ origina ting agency. 
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Act’ of July 26, 1947, «, 343, 61 Stat. 498, as amended, 50 U.S.C, 


sec. 403, classified information originating in another agency 
shall not be disseminated outside the receiving agency VECO 


the consent o£ the originating agency. Those portions of docu- 


" ments and material which contain. Top Secret information shall 


not. _be reproduced without the consent of: the originating agency. 
(f) Information or material bearing the notation. "WARNING 
NOTICE - SENSITIVE INTELLIGENCE “SOURCES AND METHODS INVOLVED", 


‘Shall not be disseminated outside authorized channels or 


Ae 


~ yeleased publicly in any manner without the permission of the 


originating agency and an assessment by the appropriate 


intelligence chief as ‘to the risk to Par national | security and 


to the intelligence sources and neva involved, 


) Documents or other material bearing | the warning 


ra 
a 


sree 


(3) shall not be ‘aissentnated outside guchoriaed channels or 


released puoeeet y in ay manner wethout the spernte ston of the 


” 


é 
‘ 


. Ch) Accountability PrOCCauLes: Heads. of Agencies shall 


Mees o 
eo ~Tet ae 


prescribe such accountability pudeedunes:s as are necessary to: 


control effer tively the dissemination a classified information 


‘ or material. Particularly PE Taneene oe shall be placed 


Approved FonRelease 2000/08414.: CIA-RDP83-01022R000100040029-9 


Ca 
. » 


"+" Approved For Retedse 2000/09/44 : CIA-RDP83-01992R000100040029-9 


on information or material classified Top Secret under this 


Order. Top Secret Control Officers shall be designated, as 


” 


required, to receive, maintain current accountability records 


of, and dispatch oP Secret material, A physical inventory 
of all Top Secret material shall be alae at least annually 

“h 
_ where such an inventory can be conducted eeioue unduly inter- 
fering with day-to-day operations, In cases whére: ‘thé: Top - 
Secret material held is of such large volume, as in the re 
o£ the National Archives or other like records repositories 
or librarics, that a 100-perednt inventory eater be conducted 
camnually coor ndety interfering with day-to-day operations, 
heads of az sencies may authorize procedures: which will aeeire 
2 Bait accountability annually for at least all documents and 
"material: to which access has been given in the past 12 months 


and 10 percent of the pena ene 7p Secret inventorv. Proper 


control of other classified material, including current 


* 


accountability eCoTee for Secret material, shall be maintained 


at all times. The number of copies of documents containing 


classified ieornseton. shall a kept ce a minimum to decrease 


the risk AL Gonpewneee and the financial ‘Gurden oar che govern- 


Wag wg - 


ment of pyotecting such documents. ~ i es ; 


: ~ 45 - : 
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depavtiene or cee information or material classified under 
" the provisions of this Order shall be prepared and transmitted 


‘as follows: 


(a) Preparation for Transmission: Such material shall be 


“enclosed in opaque inner and outer covers, The, inner cover shall 


be a sealed wrapper or myc hOne plainly marked sttache assigned 
classification and address, The outer cover shall be. Corer and .” 
addressed with no indication of the classification of its eres 
A receipt shall be attached to or enclosed in the inner cover, 


except that Confidential material shall require a receipt only if 


the sender deems it necessary. The receipt shall identify the 


addressor, addressee, and the dacument, but shall contain no a 


- classified information. It shall be signed by the recipient and 


returned to the sender. . a 


oo 


(b) Transmitting Top Secret Material: The transmission of 


| Top Secret material shall be effected preferably by direct contact 


of officials concerned): or, alternatively, by specifically de- 


| Ssignated personnel, by State Department, diplomatic pouch, by a 


messenger-courler system especially created. for that purpose, over 


communications circuits in encrypted form as may be authorized by 


: - 


the United States Communications Seeurity Board or by other means 


authorized by the National Security coumedis except that in the... 


case of information transmitted by the Federal Bureau of Investi- 


Baton» sproved For Release ZdOvION 14 § CARBPaY MiozPRovo 1 oBBRILES 


tes ee 


, vw . 
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by the Director, Federal Bureau of Investigation, unless express 
reservation to the contrary is made in exceptional cases by the 
originating agency. 


ALTERNATIVE IZ | 


. ee 


(b) Transmitting Top Seceet Material: The transmission of 
my 

“Top Secret material shall = effected evdberabiy. by direct 
contact of officials concerned, or, alternatively, ‘by wae 
. specifically pesteneted personnel, by State Department 
_ diplomatic pouch, by a messenger-courier System especially 
ereated for that sinuses over communications circuits in 
encrypted form as may be authorized by the United States Com= 
“munications Security nodvd or by other means athopiecd by 
ce National Security. Council, except, that couriers and 
officials designated to transport Top Secret information, | 
other than Department of State Diplomatic Couriers, shall not 
travel on commercial ppeercuees aircraft on international 
flights unless sehen by the head of an agency or his- 
designee. In the case of information: transmitted by the 
Federal Bureau of Investigation, such means of transmission 
may be used as are approved by ene Director, Federal Bureau 
of Investigation, unless express reservation to the contrary 
is made in exceptional cases by the seieinactng agency. 


- Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9 
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Cc) Transmitting eaeene Information and Material: 
(1) Within the forty-cight contiguous states, 
Secret information and material may be trans- 
mitted within and between the forty-eight contiguous states 
and District of Columbia, or wholly within the State of 
eda the State of Alaska or the Commonwealth of Puerto 
Rico by: % | me os 
a. ° One of the means authorized for Top 


- Secret sueoanarton and wareetal , 


~ + . om “ noe o + soa ere weed ~ owe Pe ee! ooo ere ce Be 
ene cee a peree . 
- wee . o 


1 a : . 
eg “ae! See yap a kk ee ee eS 


" Approved For. Release 2000/09/14 : CIA-RDP83- 3-011022R000100040029- 9 | 
a ‘ = a7a ~ 


. be The United ‘States Postal Service registered 


—_ ee ee 
wi Ginpiececens eesti ale 


. : . th “dee 2 Bie | due ; 
| Approved For¥élease 2000/09/14 : CIA-RDP83x9A 022R000100040029-9 
&. Postal services of the military departments 


d. Protective services provided by air or surface 


red 


commercial carriers under such conditions as may “be prescribed by 
the head of the department or agency concerned, 

(2) — Other Areas, Secret information and material may be 
transmitted from or to or within areas other ve Eigse specified 
in (c) by; 5: . ae 


a. one of the means established for Top Secret 


+ 


reese and material; 
b. captains or masters of vessels of United States 
registry under contract to the ‘depumeteat or agency concerned; 
&. United States _xegistered mail cavoush Army, Navy. 
or Air Force Postal Service facilities provided that material does | 


not at noes time pass out of United ee government and United 


ee 


States citizen control and Bode not pass through a foreign postal 
system; | | 
ad. comercial aireraft under charter to the United 
States and military or other government aircraft, 
(3) Between United States Government or Canadian ‘Govern« 
ment Installations. Secret information and material may be trans- 
mitted between United States goverhment or “Canadian government in« 


stallations, or both, in the forty-eight contiguous States, the 


District of Columbia and Canada by United States and Canadian 


register gl (Gved BoPRE Rast SeeUlOBAM!: CH#eRDRE3-01022R000100040029-9 


~ (4) Electrical Communication Circuits, Seexrct 


ini cMARFOved EamiR@lease:2000109/14 ABArBDPRIn84022R2008,00940028hi cations 
aad . . 


circuits in encrypted form authorized by the United States 


Conmunications Security Board or as otherwise authorized by 


” 
. 


the National Security Council, 


(5) Other means of transmission. Heads of agencies 


ry 


oy their designees for that purpose may authorize the use of 


. = bye 
the United States-Postal Service registered mail outside of 


the forty-eight continguous states, the District of Columbia, =. 


ied 


the State of Hawaii, the State of Alaska, and the Commonwealth 


of Puerto Rico if warranted by security conditions and essential 


se . 


operational requirements provided that the material does not 


at any time pass out of United States government and United 
States citizen control and doés not pass through a foreign _ “th 


postal system. 


Cad Transmitting Confidential Tnformation and Material: 7 
Confidential information and material shall be transmitted 
within the forty-eight contiguous states and the District of 
Columbia, or cig ATS Alaska, Hawaii, che. Commonweaich 
of Puerto .Rico, or a United States possession, by one of the> 
means established for higher, classifications, or by certified 
mail. Outside those areas confidential information and 


material shall be transmitted in the same manner as authorized 
a . 


for higher classifications, 


(ec) Within an Agency: Preparation of classified material 


fod Approved. Eo: Rejeasel2000/AS/1 da:C AYRDPS3:0 1 022RAG0 100040029-9 


agency shall be governed by regulations, issued by the head 


ppotored For @elease 2000/08/14 : CIA- RDP62%040 2280001004002. 9 
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of the agency, insuring a degree of security equivalent to 
that outlined above for transmission outside an eer 

(f£) The head Be any agency having authority to originally 
classify information ox material as "Confidential" may, in 
the exercise of his diseretsion, by ud or meet aries pEOW ety 
alternate ox additional methods for eve Gaienies ton of oe 


material classified confidential" outside of the agency. 


° 


. 4 
. - 7 
. bs . 
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Section 9. Disposal and Destruction: - Documentary record 
material made or received by a department or agency in connection 
with transaction of public business and preserved as evidence of 


the organization, policies, operations, cgeher ens: procedures or 


oer activities of ay agency: of the government, or because of 
die informational gare of the nen contained eee ney be 


~ ee eo 


destroyed only in. accordance: with applicable statutes. Non-= .. 
"record classified material, consisting of extra copies and 


duplicates including shorthand notes, preliminary drafts, used” 


“ 


carbon paper, and other avenias eS: state temporary natire, 
"may be destroyed as soon as it has served its purpose, under 
procedures established by the head of the agency which meet 
‘cue following requirements: my," . 
(a) Methods Be 6 weeeueEtoni “Classified material shall be 
‘ completely destroyed Gy appropriate methods authorized by the 
“head of each agency.” *, | 
_(b) Records of Destruction: Appropriate accountability 
records maintained in the agency shall reflect the deetinceran 


, Pee: ; pos : emer 
of classified material, 


. oc we 
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is properly safeguarded in conformity herewith. 
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Section 10, Implementation and Review Responsibilities: 


(a) To promote the basic purposes of this Order, the head 


“of each agency originating or handling classified information or 


material shall designate, from within available resources: 


(1) A member or members of Ris staff who shall conduct 
a continuing review.of the implementation of this Order within 
the agency concerned to insure that all information classified 2 


in reliance on this Order i8 properly classified, downgraded’ and 


declassified, and to insure that classified information or material 


e” 


(2) Experienced persons to coordinate and supervise the 


activities appli cable to their agencies under EnEs Order, Persons 


so designated shall be Sip noeiced on behal£ ae the Tyeads of ot 
agencies to “establish adequate ane active prograns to the end 


that the provisions ‘of this Order are administered effectively. 


(b) The head of each agency shall assure that active train- 


’ 


ing and orientation pregrams are established and maintained for 


employees concerned with classified information’ or material, 


_ Such programs shall include, as a minimum,. the briefing of 


new employees and peEtodue reorientation during employment 
to impress upon each his individual responsibility,-for exercising. 
vigilance and care in complying with the provisions of this Order, 


peere one upon termination of employment or contemplated 


“Approved For Release 2000/09/14 : CIA- RDP83- 01022R000100040029- 9 
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temporary Separation for a sixty-day period or more, erp Loyees 


shall be debriefed and each reminded o£ the provisions of 
Title 18, U.S.C., sections 793 and 79+ and other applicable 
statutes or orders relating to penalties for unauthorized dis~ 


elosure. Each such employee shall also be impressed with his 


individual ‘Melondstbevietes with respect to “the requirement 
for continued protection of the classified material to which 


me a 


he has had access, a = ~ ‘. oe eit 


(c) The National Security, Council shall conduct a con- 
tinuing review of the implementation of this Order to insure 
that classified information or material is properly safeguarded 


in conformity herewith. 


”~ 


(a) (ALTERNATE tL) The President shall designate a nenbex 
of: the executive branch vho shall be chairman ‘of an inter- 
agency committee composed of representatives of such agencies 
which originate or receive classified information and material, 
and of such other agencies in the executive Hranens as the 


President shall designate. Each pigmEe of the Committee shall 


at. the time cf his appointment be athaeioea to, have access. 


to "Top Secret" information and material. This Committee 


shall meet regularly, ‘and shall make reconmendations to the 


President to insure Sonpl lence with the arortsiens: of ‘this 
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Order. The Committee shall review suggestions or complaints 
from persons within or without the executive branch of the. 
federal, government with respect to the administration of this 


Order. The Committee chairman may, at his discretion, seek 


advice from persons outside the government in assisting the 


Committee to discharge its functions. Upon the Committee's 


nae fe 


feat 


request, any agency shall furnish to the Committee any - 


af 


particular documents which it has classified, The Committee, 


in handling classified document's which it has received from. 
other agencies, shall comply with restrictions contained in 
4 @¢ % 


this Order relating to classified material. 


(d) (ALTERNATE IL) The President shall designate a 


“member of his staf£ who shall chair an interagency committee 


composed of representatives of all departments, agencies, and 


governmental units which originate or receive classified 


‘information and material. This Committee shall on a continu- 


ing basis review and t&ke action to ensure compliance with 


this Order. The Committee further shall receive, consider, 


_ and- take action upon suggestions or complaints from non- 


governmental sources relating to the operation of this Order. 


The Committee chairman may at his discretion seek advice 


¢ 


from the academic or other non-governmental areas in the 
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functioning of the Committee. 

(dq) (ALTERNATE IJ) The President shall doniguate a 
member of the executive branch who shall chair an interagency 
committee composed of repregcntatives of the Departments of 
State, Defense and Justice, the Atomic hie ay Conmiusion 
the Central Intelligence Agency, and such other agencies in. 
the executive peaNelees the President snail designate. This 
committee shall on a continuing: basis review and take action 
to ensure compliance with this Order, ‘Toit particular 
reference to the objective of kecping citizens informed to 
the maximum extent possible consistent with protecting infor- 


mation the release of which would be inimical to the national 


security interests of the United States. ] ~The committee 


wos 


shall further yeceive, consider, and take action on sugges- 
tions or complaints from persons within or without the 
executive branch relating to the operation of this Order, The 
. committee chairman may, at his discretion, seek advice from 
persons outside the government in assisting the committee to 


discharge its functions. Upon the committee's request, 


a 


Ards 


an agency shall furnish to the Committee any particular 


documents or materials it has classified.. ’ 
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(e) The Attorney General, upon request of the head of an 


agency or his duly designated representative, shall personally 
‘or through authorized representatives of the Department of 


Justice vender an interpretation of this Order with respect to 


a 


| any question arising in the course of its administration. 
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Section 12, "Restricted Data," Material Formerly Designated 


as "Restricted Data," Communications Intelligence, Crypto- | 


graphy, and Intelligence Sources and Methods: 


— 


(a) Nothing in this order shall supersede any requireme nts 


made by ox under the Atornic Ene rey Act of August 30, 1954, as 


pede 


*D amended. "Restricted Data," dnd material formerly designated 43 ot 


Wood 
"Restricted Data, '' shall be handled, profected, classified, down- 


‘graded, and declassified in conformity with the provisions of the 


cs . 4 


'. Atomic Energy Act of 1954, as amended, and the regulations of * 


the Atomic Energy Commission, 
(b) Nothing in this Order shail prohibit any special require - 
wa if 
U ; af “ 


ments that the originating agency or other appropriate authority 

. . “~ ¥ : 

may impose with respect to the protection of communications ~ 
intelligence, cryptography, ‘intelligence sources and methods, and 


matters xclated theret P 
. 4 
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Section 13: Combat Operations: The Perec of this 
Order with regard to Avocenination, transmission, or safekccping 


of classified peormarsen or material may be SO modified 


in connection with combat or combat- Be operations as the 


Me 
Secretary of Defense may by geguiatons See denies 
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Section 14, Exceptional Cases: When, in an exceptional, 
¢ase, a person or agency ot authorized to classify information 
originates information which is believed to require ela dsification, 
such person or agency shall sehen that information in the manner 


prescribed by this Order for that category of classified information 


* 4 eee wr 


into which it is believed to fall, and shall tahoe the information 


; forthwith, under appropriate safeguards to the agency 


or person having both the authority to‘classify information and a 


¢ 


direct official interest in the information (preferably that. 
agency or person to which the information would be transmitted 


- in the ordinary course of business), with a request that 


rd 


| 


such agency or person make a determination as to classification. 


*- . 


* 
’ 
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Section 15, Unauthorized Disclosure by Government 
Personnel; 
A. The head of each department and agency is directed 
to take oe and stringent amuniatsative action against any 
Siees or employee of the United States, at any level of employment, 
determined to have been knowingly responsible for any Feleaseor 


“ae 


disclosure of classified national security information or material 


except in the snanner authorized by this.order, and where a violation 
of criminal statutes may be involved, to refer promptly to the 


Department of Justice any such case. 


B. Criminal Sanctions. The Committee believes that there 


are three options available to the President insofar as the alteration 
, ~ 
of existing criminal sanctions against unauthorized disclosure of 


classified information are concerned. These alternatives are as 


follows: : 


** 


l. Leave existing law unchanged. 


2, Amend 18 U.S.C. 783(b), which presently 
makes it a criminal offense for any United States 
employee or official to disclose classified iforinas<: 
tion to a forcign agent, as follows: (a) by sisting the 


requirement that the disclosure be to a foreign agent. 


The crime would then consist of disclosure classified 
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' information to. any unauthorized person by a government 
‘employee; (b) by adding the ‘requirement that the classifi- 
cation assigned must have beeneither "SECRET" or 


"TOP SECRET." BB 
le “A 
3. In addition to the type of legislation described 


- # er 


in the preceding paragraph, seck legislation nearly- ; 
coextensive with the British Official Secrets Act, which 
would impose criminal Seale not only on the employee 
who divulges the classified information, but on the 


recipient of the information. 


ae 
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Section 16,. Revocation of Executive Order No. “10501: 


« 


Executive Order No, 10501 of November 5, 1953, as amended, is 
revoked as of the effective date of this Order, ; 
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Section 17. Effective Date: This Order shall become 


effective on and after the first day of the fourth calendax month 


. ; ‘ 
commencing after the date of the Order. ms 
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